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ABSTRACT

In the healthcare system and hospital environment, the data security and the data connectivity are the
major factors to consider for patient data management system. For that, there are several techniques are
used to preserve and arrange the patient data with enhanced security system. In that, Blockchain structure
of data management improves the secure data storage and transmission process. In the data security
system, the quality measure can be validate by means of the size of key that are used for the encryption
process. Combined with the blockchain, the encryption model is to be improved for the solve the problem
in data security system. This also needs to focus on the size reduction of data storage due to the large
key size of encrypted data. In the proposed work, Intuitionistic Derivative Symmetrical Encryption
(IDSE) Algorithm based security algorithm along with blockchain function was integrated to form the
authorized data storage and transmission process. For the key pattern generation, Differential Hashing
Pattern (DHP) based key pattern extraction model was used for high speed data transmission and to
reduce the size of data that are encrypted. The features that are considered for the appropriate security
system are the data transmission pattern with respect to the time and the hashing model of key generation.
In the result analysis, the performance of the IDSE-DHP are validated with the parameters of data
transmission and loss rate in the Blockchain and with the throughput related features.

doi: 10.5829/ije.2023.36.05b.09

1. INTRODUCTION

fast data transmission process. To achieve this, the block
computing was introduced for the analyzing of

One of the emerging technologies, blockchain offers a
number of intriguing features that can undoubtedly
address current problems in real-time applications.
Blockchain encourages decentralization, more openness,
better traceability, and safe architecture as opposed to
centralized approach, secretive, exclusive, and
modifiable alternatives. The adoption of blockchain in
the healthcare industry offers a number of interesting
alternatives  for  enabling safe  stakeholder
communications and an effective method of clinical
report distribution. The use of blockchain along with
cloud environment [1] and the other database
management system, the data security and the
transmission rate are mainly considered. Similarly, with
the combination of cloud data retrieval process, the
intermediate needs to act the perfect data management for
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parameters from blocks with enhanced model of data
transmission between the blocks and cloud storage
system. This forms the edge of hash-key connectivity
with secured communication model. It performs the
functionalities of data computing, storage utilizes, and
the related structure of services that are in the networking
system and its management. The blockchains are used
with these arrangements for fast computing and the data
transmission between the cloud and the end device. The
basic structure of Blockchain connectivity to the clod
based on the block computing is shown in Figure 1.

In this figure, the architecture of the blockchain
model was sub-classified into three stages such as, cloud
environment, block computing and the end-user of
patient blocks. The blocks are connected to the data link
unit to retrieve data from the cloud to local system while
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Figure 1. Basic architecture of blockchain

at the dynamic hash-key structure. The block computing
and the other controllers are done in the data link unit that
controls the flow of data transmission to the blocks and
cloud storage. Here, the data security can also process
under the controlling unit which forms the secure hash-
key combination. The data link placement and the
structure are referred to route the patient blocks based on
the index and coverage size. In that, some of the
algorithm that are used for security model such as
Adaptive Data Dissemination Protocol (AddP) [2],
intelligent forwarding method [3], Random Fire-Fly [4],
map-based relaying algorithm (MBR) [5], adaptive
beacon generation rate (ABGR) [6], etc. are
implementing the appropriate feature selection for
security block identification with the hash-key security
problem.

From these arrangements, to achieve the better
transmission rate and to increase the throughput
parameters in the hash-key formation, the security block
selection needs to select with the best appropriate block
that is to achieve the best matching with the parameters
that are related to the data transmission. This can also
combine with the Block computing technique to enhance
the security experience and enhance the high speed data
transmission. This was enhanced in the proposed
technique based on the batching process of data security
algorithm to achieve the parameters range. The hash-key
security in the proposed architecture can be achieved by
using the light-weight key generation model and the
hashing key pattern to enhance the speed of performance
and the secure data transmission rate.

The objective of the proposed model of appropriate
security and the Blockchain security can be listed as
follows:

e To estimate the hash-key properties and the block
characteristics based on the pattern extraction and
security system in blockchain.

e To perform the appropriate selection of best
security block by using the Intuitionist Derivative
Symmetrical Encryption (IDSE) Algorithm that
validates the data size and the identification of block
index.

e To estimate the relevant features attributes that are
to find the best selection of parameters that are can
be used for data arrangement in the blockchain with
the proper link structure.

e To enhance the hash-key security model in the
blockchain architecture based on the key pattern
extraction and the combination of block computing
technique.

e To implement the Differential Hashing Pattern
method of encryption model for the secure data
transmission with light-weighted architecture for
high speed data transmission model.

The full description about the proposed architecture
and the algorithm descriptions are explained in the
following sections. According to that, the survey of
various types of hash-key security system and the
security algorithms are explained with its merits and
demerits in section I. the IDSE and the DHP based secure
appropriate security algorithm are explained in the
section Il. The simulation parameters and the
performance validation of the proposed model with the
comparison chart and the table results are described in the
section Ill. Finally, the conclusion of proposed model
was justified and the future works are presented in section
V.

1. 1. Related Works The brief surveys of related
works for the proposed algorithms are reviewed and find
the merits and demerits of those existing algorithms in
this section. This was also to analyze the limitations of
existing algorithms that are identified for the different
types of existing data security model. In this, the survey
is divided as the two categories such as for the
appropriate security system and hash-key security system
in the dynamic blockchain architecture.

Ismail et al. [7] proposed the novel model of Adaptive
Byte Hybrid Automatic Repeat reQuest (AB-HARQ)
based intelligent communication system for the
blockchain in the application of road safety system which
can avoid the accidents. To overcome the problem of
non-line of sight (NLOS) blocks by introducing
broadcasting storm and channel congestion during data
dissemination. For this weighted inertia-based dynamic
virtual bat algorithm (WIDVBA) [8] based appropriate
security algorithm. Bhattacharya et al. [9] proposed a
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novel model of forwarding scheme to deliver data based
security algorithm for time management in data
transmission. A survey of different blockchain
communication algorithm was presented in literature [10,
11].

In high dynamic topology, Saif et al. [12] proposed
GHN maodel that works on the selective block security to
prevent unwanted data flooding. Batch technique and the
certificate-less ring signature (CL-RS) for data validation
were performed by Wang et al. [13]. This paper focused
on the data security and privacy issue in the blockchain
communication. Similarly, the challenges in the data
security such as time-consuming certificate revocation
list (CRL) checking, computation overhead and identity
revocation problem are validated by Abdul Rahoof et al.
[14]. To overcome the flooding problem in Blockchain
architecture, Optimized Link State Allocation Protocol
(OLSR) performs the multipoint relay scheme (MPR)
which is to manage the data congestion in the hash-key.
Pandey and Ratnesh [15], Puneeth and Parthasarathy [16]
proposed a cyber-security system in the blockchain hash-
key. These implements the set of NIST tests based on the
self-checking process to identify the DOS attack and
protect the data from attackers. Farouk et al. [17]
proposed the comprehensive identity authentication
scheme (CIAS) based an encryption model which is
worked as the asymmetrical model. This provides the
security and privacy to the blockchain communication
system. A blockchain based mobile edge computing was
performed by Puneeth and Parthasarathy [18]. This
provides the trusted central entities that are in the single
point failure cases. Similarly, while facing the challenges
in the security model of blockchain hash-key. Saha et al.
[19] proposed intelligent transportation system (ITS) for
secure data transmission to overcome the issues in the
hash-key environment. Also, Zaabar et al. [20] presented
an overview of blockchain security system and the
privacy design of algorithm. For reliable data acquisition
in the blockchain. Yaqoob et al. [21] proposed a dynamic
entity-centric trust model of blockchain security system.
Similarly, to manage the DDOS attack. EI-Rahman and
Ala-Saleh [22] proposed Trust-based Framework for
Reliable Data Delivery and DoS defense (TFDD) for the
blockchain architecture for the development of intrusion
detection module. Li et al. [23] implemented the Massive
Open Online Courses (MOQCs) based on the blockchain
model. In that, the system requires more learning records
to perform the secure data storage process. For that,
Electronic Learning Records (ELRs) was used in the
MOOCs to perform efficient conditional anonymity,
secure storage, and sharing without the need for
sophisticated cryptographic calculations. Ajao et al. [24],
Liu et al. [25] Kumar and Rakesh [26] Jafar [27], Jyoti
and. Chauhan [28] proposed a crypto-hashing technique
to secure the data by the encryption process and the data
privacy detection system.

2. MATERIALS & METHODS

The methodology structure and the algorithm details are
explained briefly in this section. Figure 2 shows the flow
diagram of proposed work model for the appropriate
security and secure transmission system. In this security
system, the patient details are preserved by generating an
efficient key pattern for the indexing of data blocks to
represent the private key for individual patients. The
blocks are considered for the overall hospital
management system. This it contains the details of doctor
and the patient information in the overall hospital
database. The link information about the patient and
doctor details are preserved by the proposed Intuitionist
Derivative Symmetrical Encryption (IDSE) algorithm.
The combination of the proposed key pattern and the
encryption model increased the data security system
compare to traditional encryption model.

The symmetrical encryption system has the advantage of
data storage of larger data size and the less time
complexity. And in the medical field the patient’s data
such as MRI, CT-SCAN, X-Ray and other information’s
are of higher size. Also, the random key generation helps
to improve the secure data storage in a model. For that,
the hashing technique enhances the random key pattern
and provides better security parameters for the huge
amount of data storage in the blockchain environment.

Input data stream

Block Validation

Blockchain Indexing

Allocation
A 4
Initialize key pattern > DHP Key
generation
IDSE encryption
Encrypted data

Data storage / sharing

Figure 2. Overall flow of the proposed system
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Similarly, the hash-key generation system achieved
the high throughput of random key generation for the
secure data transmission model and also for the data
management process. Since, the encryption time is
depending on the amount of data and the size of key
formation. This can be reduced by the implementation of
DHP based data encryption model that achieved the light-
weight encryption model. This can be achieved the high
speed transmission rate than by using other state-of-art
methods. The proposed work is segmented as two major
class that are listed as follows.

A. Intuitionistic Derivative Symmetrical Encryption,
B. Differential Hashing Pattern.

2. 1. Intuitionistic Derivative Symmetrical
Encryption The main intension of this data
security algorithm is to optimize the data size with high
security model. For this process, the light-weight
encryption model was integrated to achieve the high
security model with reduced size of data bits. This overall
encryption model is depending on the hash key pattern
generation block to retrieve the encoded data from the bit
stream of data. The architecture of the encryption and the
decryption model is shown in Figure 3. In that the
encoder was divided as two individual blocks to represent
the generation of random address and the random key
value for the data encoding process. This it refers the
generation of private and public key pattern generation
for the overall encryption model. The step-by-step
procedure with the equation model of IDSE algorithm is
presented in Algorithm 1.

Algorithm 1. IDSE based Data Security algorithm

Input: Data samples (D;)

Output: Encrypted Data (Ep)

Select the random key size as 64-bit chipper (R,).

Split the data samples into 16-bit block size. This can be
represent as the function block f;.

Construct the data blocks.

Retrieve the R, fi by extracting the 16-bit blocks from
Equation (1).

Construct M1, M2, M3, M4 matrix from Equations (2) to
(5) based on the block function ‘f*.

Estimate the keys as K1, K2, K3, K4 from Equations (6)
to (9).

Estimate the key K5 from Equation (10).

Perform the XOR operation to extract the bitwise
character ‘Yoi,j’ and concatenate encrypted bit sequence

from Equation (11).

Let the message can be segment as the blocks which can
be represent as in Equation (1).

Ra;ifi = f(Rb;fi) )

where,
4

Rbif, = ||(Rb4(j—1)+i)-

Jj=1

To estimate the encryption key pattern, the
transformation can be estimate by the random table value
that are from the Hexa-decimal value. The table can be
represented by the matrixes M1, M2, M3 and M4,
respectively. This can be followed by the Equations (2)
to (6).

»| Encoder1
Data
encoder —| Reg
| Encoder2 | 3|
Data Data stqra_ge/
/P ) Data Bytes Transmission
_ Hash Signature | Address _
Generator i
h
!
!
il
Hash Signature
O/P Reg Regenerator
Data
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v

Data Decoder |'_ Code
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Figure 3. Architecture Diagram of Proposed Data Storage/ Transmission System
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The key pattern can be represented by concatenating the
bit sequences that are for each block which can be
estimated by Equations (6) to (10).

K1 = {{ay, ..ai}, {as .. ag} {as .. ao} {ay3 . as}}  (6)
K2 ={{by, ... by}, {bs ...bg}, {b13 ... bo}, {b13 .. bys}}  (7)
K3 = {{cs, 1} {cs e {erp ol {ers mcr6l)  (8)
K4 ={{dy, ..d },{ds ...dg},{d13 ...do}, {d13 ... d16}}  (9)

K5 =@, K; (10)

From this the ciphered data can be represented as in
Equation (11).

Ep = {R51;R52;R53;Rs4} (11)

where,
Yo, OK 5 j={14}
Ro; =1 Yaju @K j=2
Yo, ,®K; =3

2. 2. Hashkey Generation using DHP From the
cryptographic system, the data security can be defined by
the bit size of random key that are initialized for
encryption process. The more the size of key size can
increase the security level in traditional cryptographic
system. This will lead to increasing the data size for
storage and transmission process. This may also lead to
reduce the throughput of overall system. To overcome,
the key pattern are needs to improve and to reduce the
size of key with the rate of high security level. This can
be achieved by using the light-weight cryptographic
system. Compare to the traditional model such as AES,
DES, ECC and other types of encryption techniques, the
key size was managed and the size was appropriately
used according to the properties of data streams that are
to transmit over the hash-key structure.

The detailed steps for the DHP based data encryption
model was described in Algorithm 2.

Algorithm 2. Differential Hashing Pattern (DHP)

Input: Data input, D,
Output: Hash key patternEy.

Fori = 1tonloop// ‘n’ is the size of data,T; in meta-
blocks M,,
Forj = 1 to mloop all resources // Loop running for all the
selected resources R;
Calculate the pattern of key formation, C;; = D;; + R;
Where, R; — Random weight value for the related
parameters of data structure. Ranges from 0->1.
While Key_Bins in Mv do
Find the bins of data structure for each data samples
with respect to time.
T, = sort(C;(t))
Find the respective key bits to encrypt the data from
T,.
Y = min(T},)
Estimate binaries forY to the random sequencer;
Make zero’s inTythat are irrelevant to the pattern
fromM,,
End while
Update R;
Update C;; for all i
End loop ‘j°
Perform XOR operation to represent the hash key result
of overall bit sizeE; (i)
End loop ‘i’.

3. RESULTS AND DISCUSSION

In this section, the simulation results and the testing
analysis of the proposed model of blockchain security
system. The performance of the proposed work was
validated by the comparison of data delivery ratio with
the delay rate and other related parameters from existing
security algorithm and the hash-key system. Here, the
overall design work was implemented in the PYTHON
tool for the version of 3.8. the comparison parameters are
considered for the traditional security system and for
proposed blockchain based data security model. The
environmental setup for the result analysis are referred by
Li et al [23] and Ajao et al. [24]. In this, the comparison
results are validated for the amount of data packets that
are considered for data transmission and the storage
system from the traditional model and by the blockchain
model. The size of data packets was varied according to
the size what are specified by Li et al. [23]. To estimate
the performance of data security, the comparison is
taking in the part of number of packets that are
considered for the transmission and amount of time taken
to transmit it. The testing results are calculated from the
data transmission structure of blockchain architecture to
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represent the QoS in a hash-key. The parameters that are
considered for the comparison are can be listed as
follows:

Data Delivery Ratio % (DDR),

Data Confidentiality Ratio % (DCR),

Data Integrity Ratio % (DIR),

Privacy Preserving Ratio % (PPR) and

Time Consumption (Sec)

agrwdE

3. 1. Data Delivery Ratio The Data Delivery Rati
(DDR) in the unit of percentage is referred to estimate the
amount of data that are successively transmitted to the
destination with minimum amount of loss. This can be
calculated by the ratio of amount of data that are received
at the destination block to the total number of data that
are transmitted by the source. This can be represented as
in Equation (12). This can be multiplied by 100 to get the
value in terms of percentage.

Total No. of data samples received
Total No. of data sent

DDR =

(12)

The line graph in Figure 4 shows the comparison
result of proposed model with the other existing models
of blockchain security system introduced by Ajao et al.
[24].

3. 2. Data Confidentiality Ratio (%) The IDSE-
DHP based appropriate security system achieved the
better DCR rate by referring the data loss ratio. This
parameter is to calculate the amount of data that are not
able to reach the destination which may fail to data loss.
This can be represented as in Equation (13).

(No.of Sensitive Patient Data)
Total No.of Data samples

DCR =

(13)

3. 3. Data Integrity Ratio (%) The Data Integrity
Ratio refers the ratio of number of user data at the
receiver without changes (Nyp) to the total number of
data samples (Tp). This was represented in Equation (14).
Figure 5 shows the comparison chart of the DIR (%).

90
85
80

75

DDR (%)

70

=@ | MDS

65 @@= Proposed

EBAP =@ | AMAKA
60

S1 S2 S3 S4 S5
Subjects
Figure 4. DDR analysis by Ajao et al. [24]
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Figure 5. Data Confidentiality Ratio analysis by Ajao et al.
[24]

N,
DIR =% x 100 (14)

3. 4. Privacy Preserving Rate The privacy
preserving rate refers the ratio of number of user data that
are in the encrypted form and was secured (Ngp) to the
total number of available data samples (Tp). This was
represented in Equation (15). Figure 6 shows the
comparison chart of the PPR.
N,
PPR = TLDD (15)

The proposed encryption model in the blockchain
system was analyzed with the traditional encryption
system such as RES, DES and AES techniques for the
parameters of Encryption and decryption time referred by
El-Rahman and Ala-Saleh [22] in Figures 7 and 8,
respectively. The execution time of the encryption
system in the blockchain system refers the time
consumption for the execution of encryption and the total
transmission time. Figure 9 shows the total transmission
time in (s) that are compared from the existing loMT [23]
model of data security in blockchain system.
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Figure 6. Data Integrity Ratio analysis by Ajao et al. [24]
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Figure 7. Privacy Preserving Rate by Ajao et al. [24]
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3. 5. Storage Size Consumption The data storage
size was depending on the encryption size and the
selective key size for the data security model. This was
estimated for the data size in the range of (kB). Figure 10
shows the storage consumption of proposed model
compare to other existing systems [23]. This was also
evaluated for the different transmission process that are
represented in Figure 11 referred to Ajao et al. [24].

The Table 1 and Figure 12, shows the comparison
result of proposed encryption time with other existing
methods of encryption system. Here the parameters are
validated based on the size of file to be encrypted and the
number of users that are initialized for the encryption
process respectively.

Encryption Time (s)

Storage Size (KB)

Data Size (KB)
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Figure 10. Execution time (s) [23]
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TABLE 1. Comparison result of encryption time (s) [27]

Encryption Time (s)

File

Size BHA ISA CGA  BSCDP Proposed
128 7.6 74 3.6 1 0.87
256 12 8.5 5.1 2.7 1.75
512 31 20 8.7 35 2.65
768 375 24 10 5 4.75
1024 478 37.8 12 8.7 7.2
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4. CONCLUSION

The security of medical data can be increased through
encryption; however encryption and decryption both
demand a lot of processing resources. The need for high
security,  low  computational-power  encryption
techniques is critical. This paper proposed a novel model
of blockchain security system with appropriate hash-key
security algorithm to achieve high speed data
transmission rate. The Intuitionistic Derivative
Symmetrical Encryption (IDSE) based data encryption
model presented lightweight cryptographic system to
reduce the key size based on the hashing technique to
generate the random key. This type of data security
system along with the blockchain improves the
prediction rate and the better security model to achieve
the retrieval rate from cloud environment. Similarly, the
Differential Hashing Pattern (DHP) based encryption
model makes the overall system as light-weighted
encryption model for enhanced transmission rate and the
improved value of throughput. The analytical results
show the performance of proposed design that represents
the proposed method gives the less value of delay rate in
millisecond and the improved value of data loss ratio at
different number of patient blocks. The overall process of
this paper was validated for the environment of hospital
data management system for patient blocks.

In future, the appropriate security and security system
in the blockchain architecture are can be improved by an
enhanced model of machine learning technique with data
security function in block computing. The hash-key
security can be focused on the space complexity by the
design of key management.
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